Sample of a job aid for a network administrative task

When we were using backup tapes as our backup method, this job aid was written to provide
instructions for another employee to perform the task of switching out backup tapes each week,
if I was ever unavailable for the task.
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Switching out weekend backup tapes

Overview

There are two tapes for each day on the weekend. The first tape backs up the home directories on the e:
drive. The second tape backs up the perforce_depot rappid_testcasestransfer, and weekly reports
directories on the e: drive, in addition to a couple of others.

NOTE: The database (on the C: drive) for the backup software is backed up onto BOTH tapes. In order
to be able to do a restore from a tape, the database must be backed up onto that tape. That way the
backup software knows what files are on the tape and knows about the directory structure.

Switching weekend backup tapes

The overall procedure for resetting the backup tapes for the following weekend is the following:
1. Print the job logs for each of the four weekend jobs.
See Print ing the job logson page 1.

2. Remove the tapes from the weekend.

IMPORTANT NOTE: When taking out a tape, you MUST take the tape out and then close the
door to the tape drive. DO NOT put another tape in immediately after taking a tape out. The tape
drive must register the removal before accepting an insert. This will be mentioned again in the
appropriate step in the detailed instructions that follow.

Insert tapes to be used for the following weekend.

Mount the tape drive. This sometimes has to be done twice.
Format each of the four tapes.

Modify each of the four backup jobs for the weekend.
Select the appropropriate tape for each job.

Save the job (replace the appropriate job file).

Delete the job on the Job Queuetab.

10. Add the same job back onto the Job Queuetab.

11. Make sure the job says “Ready.”

A S O U

Printing the job logs

Follow these steps to print the job logs for the weekend jobs so there is a record of what was backed up
and when for each job:

1. Log in as administrator on devserverl.

2. Open Manager.
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Switching out weekend backup tapes

3. Click the Job Statuslink in the Quick Start section.

ful BrightStor ARCserye Backup
ﬁ File Quick Start  Configuration

q fai=r-4 4 =}
Q Media Pool

E:Eﬂ Device

-

Database

Report

% Server
Admin

@ Alert

4. The status of all the jobs is listed in the right pane. The results of the jobs are listed in the Last
Resultcolumn.

NOTE: If a job says Incomplete, it still might have completed well enough to be considered a
successful backup job. One example that has been occurring lately, is when someone has WS_FTP
open some of the files are kept open. In the Job Log, a warning is listed saying “Unable to open

file.” This just means that these files were not backed up. Since they are not critical files, that is
alright.
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On the Job Queuetab, click Job No. 7to select it.

T [ | Add Modfy Reschedue Stop | Delete  Refrash  Fiter Frint | ;
AR Job Queue Activiby LDQI ‘
i Server I Job Mo, = I Job ID I Sktatus I Execution Time I Job Tvpe I Last Resulk I Ciner ,,i
I EvsERVERT 1 g0z p READY 125006 12:00 AM DEPruning ) Finished E
[ pEvsErvERT 2 g0z |F READY 1/31j06 3:00 AM Backup M Incompl...  caroot j
DE'-.-'SER'-.-'ERI 3 539 IF READY 1/25/06 3:00 AM Backup Incompl caroot ]
DE'-.-'SER'-.-'ERI 4 591 IF READY 1/26/06 3:00 AM Backup Incompl caroot -
DE'-.-'SER'-.-'ERI 5 593 IF READY 1/27/06  3:00 aM Backup Incompl caroot i

I pEvsErvERT & g5 p READY 12806 5:00 AM Incampl...  caroot

DEVSERVERL 7 _ i 1/26/06 11:00 PM R )

DE'-.-'SER'-.-'ERI a 595 i» 1/28/06 11:01 PM Backup & Incompl... caroot 1
[ pEvsErvERT B saa  p READY 1/29/06 11:00 PM Backup 3 Finished  caroot i
DE'-.-'SER'-.-'ERI 10 a01 IF READY 1/29/06 11:01 PM Backup .-'"i"-, Incompl,.. carook l
¥,

=1L r— . - e _ - ) o e i o _m o

Click the Job Log tab.
L«

Joh Detail JDhELDg

Jokh Surtnary

Eackup to Hedia

Host Machine : LDEVIERVEER1
Jokh owner : caroot
I:::"I:il']:],E:I‘_' PaSSWDrd i e e e el ol e e e e

Zerwver Name : LDEVIERVEER1

Source Targets

%4 DEVIERVEERL <M3 Network Machinex
CihProgram FileshCAahEBright3tor ARCserve BackuphDATAEASE

E&h home
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Switching out weekend backup tapes

7. Right-click anywhere on the tab and select Print from the popup menu.
(Ll

sob Detal | 30b oo N
{
Eright3tor ARCserwve Backup —-- Backup :
1
]
Job Ho.eou... Refresh . 7 }
Job ID....... W 596 v
Deacription..  Export bd file .. Saturday Full i
WMorkstation. . i .. DEV3IERVEER1 I
SOUECE . v a s Find «« E:i%home
B = [ SATURDAY 1 - H
] = = o 1
Start Time....veernernernnnns 1/21/08 11:02
Jegzgion Method. ..o i v v naas Full f
Total DirEChOrieT. v e v e e e.e. 39,558 .1

'
b
E
'
1

SR T I . - 1 A N

8. Do not exit the software. You will need it again.

Replacing the tapes
Now, you will work directly with the tape drive to replace the tapes.

The following symbols represent the buttons on the Exabyte:

U Center button

p Up arrow button

q Down arrow button
u Right arrow button
t Left arrow button

There are three sets of tapes for the Saturday backups and two sets of tapes for the Sunday backups. The
previous Saturday backup tapes are in manila envelopes in the server cage. If there are no tapes
available in the cage for Saturday, check with Joe Pelletti. Reuse the Saturday Backups package that has
the earliest date written on it. The previous week’s Sunday backup tapes are in the box in the server
cage underneath the manila envelopes. Reuse these tapes.

Follow these steps:
1. Inthe server cage, on the Exabyte, press  twice to get to the menu system.

2. Presst and/or u until you get to Unload Drive.
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Switching out weekend backup tapes

Press U.

Since the tape loader is full, there will only be one slot available into which the tape can be
unloaded.

NOTE: If this is not the case, presst and/or U to select a slot into which to put the tape.

It is important to remember that the numbering on the Exabyte and the number within the ArcServe
Backup software is different. The following table displays the numbering for the tapes in the
Exabyte and the corresponding job numbers and slot numbers within the software:

Slot # in Exabyte Slot # in Software (Day) Job Number(s)
1 0 (Monday) 2

2 1 (Tuesday) 3

3 2 (Wednesday) 4

4 3 (Thursday) 5

5 4 (Friday) 6

6 5 (Saturday 1 — Home) 7

7 6 (Saturday 2 — Others) 8

8 7 (Sunday 1 — Home) 9

9 8 (Sunday 2 — Others) 10
10 9 (Cleaning tape) N/A

When switching tapes in the Exabyte, replace the tapes in slots 6 through 9 on the Exabyte. When
setting up the jobs in the software, change jobs 5 through 8 and associate each of those jobs with
slots 7 through 10 respectively.

Press the U button to select the slot into which the tape will be unloaded from the tape drive.
Presst to or u move to the Export Cartridges option.

Press U .

Presst oru to selectslot 6.

Press U.

The door to the tape loader slides open.
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10.
1.
12.
13.
14.
15.

16.

17.
18.
19.

20.

Switching out weekend backup tapes

Remove the tape.

IMPORTANT NOTE: When taking out a tape, you MUST take the tape out and then close the

door to the tape drive. DO NOT put another tape in immediately after taking a tape out. The
tape drive must register the removal before accepting an inseatl tape.

Press any key to close the door.

Press p to let the Exabyte update the inventory.

Repeat steps 5 through 11 for slots 7, 8, and 9 to remove the other tapes.

Presst or u to select the Import Cartridges option.

Presst or u to select slot 6.

Press U.

The door to the tape loader slides open.

Put the first Saturday tape (Saturday 1 — Home) into the tape loader right-side up and backwards.

IMPORTANT: The side without the label (or without a spot for a label if there is no label) should
face out. The label side has a switch allowing you to indicate whether you want to record (REC) on
the tape or SAVE the tape. This is the side that goes in first.

Press U .
Press p to let the Exabyte update the inventory.
Repeat steps 13 through 18 to insert the other three tapes.

NOTE: When you insert the last tape, the inventory will update automatically.

Close and lock the server cage.
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Mount ing the tape magazine
The tapes in the tape loader must now be mounted. Follow these steps:
1. Inthe ArcServe Backup software, click the Devicelink in the Quick Start section.

[® ] BrightStor ARCserve Ba
| Bile  Quick Start  Configur)

Quick Start

Job Status

[l
[aT]
Iml
e
=

Restore

Media Pool

w
:
|

3
]

Report

Server
Admin

@PYOE L=

Alert

2. Select the EXABYTE VXA 1x10 1U under <3>in the Devicestree.

P P PN

= @ Devices
=By <0 atapi

----- €57 SAMSUNG CO-ROM SN-124
[_]lh <1 mraid3S:x

6351 PEJPY 1%5 SCSIBP
g; DELL PY2255
&3 RAID DummyDevice
B3 PERC LD 0 PERCRAID

..... E# PERC LD 1 PERCRAID
lh 2= adpulalm
th <3 adpulalm

E] EXABYTE Mefy 110 11
lh <4 adpulalm

LN
e - s e ts . T - RS R—_
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Switching out weekend backup tapes

3. In the lower right-hand pane, click the Mount/Dismount Magazine link.
I

EXABYTE ¥XA 1x10 10U

: Configure Groups... Summary Details "

i Format. .,

Device Information

{Erase... Vendar
Product Mare

ket

i Eject Firmware Version

ey Inventory/Offline 3CSI Compliance

5 glots Serial Mo, ]
oo Mount/Disrnount

w4 Magazine.., Device Configuration

------ : Import/Export Slat... Description

iClean Tape Head...

I - A » B B e o e

It will take a while (maybe about 45 minutes) for the magazine of tapes to be mounted.

Groups  Formak Erase  Fetens, ., Cl:uml:;r... Eject Rebiild  Inve,

Cumrent Filter [Default]: Do not show empty zlots
B <Slok: 0 MOMNDAY Lk <5lok: S SUMDAY 2 - OTHERS
g <Slob: 1= TUESDAY {i <Slak: 9= <Cleaning Tape=

g <Slok: 2= WEDNESDAY EXF'.B\"TE Vah-2

B <5lob: 3= THURSDAY
B <Slot: 4= FRIDAY

B <Slot: 5= SATURDAY 1 - HOME
B <Slot: 63 SATURDAY 2 - OTHERS
@ <3lok: 7 SUMDAY 1 - HOME

- —— .-" P TN i e st ror——y Y

If any of the slots in the upper right-hand pane say “Updating...”, then the mount was not
completely successful. If this is the case, click the Mount/Dismount Magazinelink again.
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Formatting the tapes

Once the magazine of tapes is mounted correctly, the four tapes you inserted must be formatted. Follow
these steps:

1. While the Devicescreen is still active, click the Format link in the lower right-hand pane.

i
. EXABYTE ¥Xa& 1x10 1U !
"M ]
S b
=3 Configure Groups... Summary Details
i Format. . Device Information
P Product Mare 1
il Firmware Wersion ;
- Inventory/Offline SCSI Compliance )
o Slots.., Serial Mo, 1

i Mount/Disrnount
= Magazine. .,

Device Configuration

=& Importy/Export Slot.,, Description

=4 Clean Tape Head...
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The Format dialog box displays.

EFurmat |
Media | Schedulel
St | [aroup Mame | tedia Mame | Seq. | R ando... | Serial Mo | M.
0 GROUM MOMDAY 1 57E1
GROUP1 TUESDAY E117
GROUP1 WEDMESDAY w432

1

1
GROUP THURSDAY 1 OFDa
GROLUP FRIDAY 1 EF&0
GROLUF SATURDAY 1 - HOME 1 59g7v
1
1
1

GROUM k SATURDAY 2 - OTHERS

[FEEEEEEE

B 7398
¥ GROUM SUNDAY 1 - HOME A815
8 GROUM SUNDAY 2 - OTHERS Bo4a
< | i

Mew Media Name ||

Expiration Date | 114 942008 ;I

—1 Use Rotation

Media Pool | =]

Seral Mo I

[ | Cancel I Help

Click on Slot 5, the SATURDAY 1 — HOME tape.
Type SATURDAY 1 — HOMEin the New Media Nameedit box.

If the Expiration Date is past or coming up soon, change it to at least a year out from the current
date.

Click OK.

Repeat this procedure for the other three tapes, selecting the appropriate slots and renaming the
media with the same names previously used.
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Switching out weekend backup tapes

Updating the job scripts

Once you have formatted the tapes, the job scripts have to refer to the newly formatted tapes. Follow
these steps to update the job scripts to refer to the formatted tapes:

1. Click the Job Statuslink in the Quick Start section.

e BrightStor ARCserve Backup

Restore
Media Pool
Device

Database

Report

Server
Admin

Alert

@@@ﬁ@@&g%

2. Select Job No. 7on the Job Queuetab.

- | Add ] P, « w—MEdulE Ly o
AR | Job Queue | Activiy L.;.gl t
tF SErVEr | Job Mo, = | Job 1D | Skatus | Execukion Time :
Il pEvsERYERT 1 goz | READY 1/25/06 12:00 &M %
Il pEvseryER 2 gns | READY 1/31/06 3:00 &M {
[l pEysErvER1 3 cgn |p READY 1[25/06 0040 4
[l pEvservER 4 ca1 ) READY 1/26/06 5:00 AM ]
Il pEvservER1 5 gos  |p READY 1/27/06 300 &M r
Il pEvservER & o5 |F READY 1/25/06 3:00 &M
DEYSERYERL 7 REALDY 1/28/06 11:00 PM
I pEvsERvER] & sas | READY 1/25/06 11:01 PM
Il pEvseRyER1 9 con  |p READY 1/29/06 11:00 PM
[l pEysERyERT 10 gnl  I» READY 1/29/06 11:01 PM
I Y .
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3. Click the Modify button on the toolbar.

‘s Window  Help i

.

3 @ £ | B

Add Madify [~ | Reschedule g

L
'QI 3
Mo, = | JobID _!_Etatus

| Executio
——

4. Click the Destination tab on the Modifying screen.

Erve Backup - [Backup - =Modifying >:1]
Configuration  “Wizards Utilities  Yiew Backup ﬂindcui

-

¥ Job Tape OE *
= |DE‘-.-"SEFWEFH j @ @ @ j
. Source  Destination I Schedulel i

[ Multiplexing Group IGHEILIF"I Mgd"

= Fm Graups
.4 GROUPD

----- 9 croupy

. PR . g S

5. In the upper right-hand pane, select <Slot: 5> SATURDAY 1- HOME.

Media [SATURDAY 1-H  MediaPool | =] l

Current Filter [Default]: Do not show empty slots
55 <slot: 0= MONDAY El «5lot: &= SATURDAY 2 - OTHERS
58] <Slot: 13> TUESDAY El <Slok: 7= SUMDAY 1 - HOME
55 <Slat: 2= WEDNESDAY @ <5lok: 8= SUMDAY 2 - OTHERS
25) <slob: 3> THURSDAY

¢ 4= FRIDAY
¢ 9= SATURDAY 1 -_H'Z:Z'f'-"IE

1
|
—

anbme St - g SATURRAY 1 HOME. o . .
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6. Select Save Asfrom the File menu.

IE Quick Stark  Configuration Wiz
Cpen.., Chrl+10
Cpen fraom Template,., Chrl+L
Close
Save L b

Save Job Template t! kM

Exit

Iob Engine »
Tape Engine L4
Diakabase Engine k
Start &l Engines
Stop All Engines

v Aubo Start Engines

The Security and Agent Information dialog box displays.

Security and Agent Information |

Pleasze edit ar confirm the following security and agent information
for thiz job. =

Object |L|serName |F'asswu:uru:| |.-’-'-.gent Cancel
=1 DEVSERVER1 caroak

Secuity..

Saent...

il

-
-
1=

o
=l

e
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7. Click OK.
The Save Job Scriptdialog box displays.
Save Job Script KH
Saven: | [ Backuplobs =-lo 2 e E

|Fridayv_incremental,asx G}]saturdayjull_z_nthers.asx G}jthursday_in
full_backup.asx Gﬂsaturdayjull_hnme.asx G}]tuesday_inc
Imonday_incremental, asx Gﬂsaturdayjull_u:uthers.asx G}]wednesday_
|previous_emplovees, asx Gﬂsunda':.-'_l‘ull.asx

| saturday_full.asx G}]sunday_l:ull_l _home. asx
G}]sunday_l:ull_z_u:uthers.asx

isaturday_Full_1_home., asx
Kl | i

File name:  |saturday_full_1_home. asx Save |
Sawve as type: IBrightStnr ARCszerve Backup Scripts”. azx) j Cancel |

Help |

Job [ nfarmation

Job T Back
B2 Job Type I ackup
ﬁ D ezcription ISaturda_l,l Full Backup - Hame directary

8. Select the saturday_full_1_home.asxXile.
9. Click Save
The job script is saved with the reference to the newly formatted tape.
10. Repeat this procedure for each of the other three tapes saving over the corresponding job scripts.
saturday full 2 others.asx ® SATURDAY 2 — OTHERS
sunday full 1 home.asx ® SUNDAY 1 - HOME
sunday full 2 others.asx ® SUNDAY 2 — OTHERS
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Updating the job s in the Job Queue

Once you have updated the job scripts to use the newly formatted tapes, follow these steps to delete the
old jobs and add the updated jobs to the job queue:

1. Go back to the Job Statusscreen.

e BrightStor ARCserve Backup

Quick Start

Ba

Restore
Media Pool
Device

Database

Report

Server
Admin

Alert

@PYLBOE L=

2. Select Job No. 7.
L e W

Add |‘~“I|:u;|iI:~;f Rescheduls Stops o Delet,
AR | Jab Queue | Activity Log | ]
i Server | Job Mo, — | Job ID | Skatus | Execution Time
Il bEvsERYERL 1 a0z |F READY 1/25/06 12:00 AM ¢
Il cEvseryERL 2 a03  |» READY 1/31/06 500 AM ‘-
[l pEvseryERL 3 538 |» READY 1/25/06 300 AM
I pEvsERvERL 4 sa1  |p READY 1/26/06 3:00 AM 3
[l EvservER] S 593 | READY 1/27/06 3:00 AM A
[l pEvservERt & 55 | READY 1/25{06 3:00 AM
DEYSERVERL 7 HOLD 1/28/06 11:00 PM
[l CEvsERvERL & 595 |F READY 1/28/06 11:01 PM
Il CEvsEryERL 9 sea  |» READY 1/29/06 11:00 PM
[l EvservERL 10 &0t |» READY 1/29/06 11:01 PM
Al . [ B et e e e o B ko
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NOTE: The Statuson the job you modified is “HOLD.” This is normal.
3. Click the Deletebutton.

—
im S, 3

‘e Stop Delete Fefresh
A\J
3 : : 3
xecution Time | Job Twpe |EL§
IR PR e R Basinn .

4. Click the Add button to add the updated job script to the Job Queue

|

lob Status  wWindow  Help

-0 Tape DB - /
yo0 | | &

.

wchivity Log I
[aobmo. = [3obmo [status

The Add Job dialog box displays.

Add Job HE
Loak in: I —— Backuplobs j ¢ T ¢ -

=4 | Friday_incremental, as: staturdayjull_z_nthers.asx Gj:lthursday_in
full_backup.asx G}jsaturdayjull_hnme.asx G}]tuesday_inc
Imonday_incremental, as: G_‘:lsaturdaw;.-'_l:ull_nthers.asx G:Iwednesday.

| previous_employees, asx G_‘;:lsundaw;.-'_l:ull.asx
| saturday_fullasx: G]sunday_l:ull_l _home. asx

icaturday_full_1_home, asx G:Isunday_Full_Z_nthers.asx

L+ | i

File name: |saturday_ful_1_home. as Open |
Filez of type: IBrightStnr ARCzerve Backup Scriptz(® azx] j Cancel |

Help |

Job [ nfarmation

Job T Back:
ob Type I ackup
m De=cription ISaturda_l,l Full Backup - Home directony

5. Select saturday_full_1 _home.asXrom the list of job scripts.
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6. Click Open.
The job is added to the list of jobs in the Job Queuein the correct order.
7. Make sure the Statusfor each of the four weekend jobs reads “READY.”

b ID | Skakus | Execution Time | Job Twpe A

0z | READY 125006 12:00 AM DE Pruning 3

a3 1» READY 1/31/06  3:00 &M Backup %

g2 1» READY 125006 5:00 AM Backup }
a1 ) READY 126006 3:00 AM Backup

13 |p READY 127006 3:00 A4M Backup J
95 J/ READY 1/28/06 3:00 AM Backup

SN N ey "m

95 | READY m Backup 3

29 | READY  Add Job... A EBackup p

J1 I} READY  Modify ob... Backup  *

Rescheduls Job. .. !

Stop Job 1

Delete Job ;

Modify User Mame. .. 3

Sork by 3 }

Properties {

:

T ry _—_ - re—— w

8. Ifthe Statusis not “READY ,” right-click on the job and select READY from the popup menu.
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Checking the tape IDs

The last step in this process is to check that the tape IDs in the device match the tape IDs saved in the
job scripts. This ensures that the backups should run properly. If the IDs don’t match for a job, the
software will not be able to find the correct media for the job.

1. Click the Job Statuslink in the Quick Start section.

i BrightStor ARCserve Backup

1 b= I TLE
Q Media Pool

@ Device

-

Database

Report

% Server
Admin

@ Alert

2. Select Job No. 7on the Job Queuetab.
3. Click the Job Detail tab in the lower right-hand pane.

4. Scroll down to the Destination Targetsection.
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5. Note the Media ID number.
[ .

o vetail | o0 oo [

il

Destination Target

LDEVSIERVER] <Windows Machine:x

Dewvice Group . GROTP1
Media MName : SATURDAY 1 - HOME

Media Statistics

"

L TR e e ¥ e T T W~ W B o o

Redia ID : =887 < This number neads
Jequence Number : 1 to match the ID For
First Media Timeout : 5 W the tape.
Additional Media Timeout 0 g
Location : NOMNE
Sezsion Password : FEEFERFEAAEASAS

. N - FYO et
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6. Click the Devicelink in the Quick Start section.

i BrightStor ARCserve Ba
vid| File  Quick Start

Configut;

Job Status

Backup -
Restore j

Media Pool
Device

Database

@O A=

7. Select <Slot: 5> SATURDAY 1—- HOME in the upper right-hand pane.

| | L™, . - i oy -
Farmat Erase  Retens... Compr.. Ejec Febild In‘

.

Current Filter [Default]: Do not show empty slots
B < Slob; 0= MONDAY gk <Slok: §= SUMDAY 2 - OTHERS

gk <Slob: 1= TUESDAY @::SIDI:: 9% <Cleaning Tape:=
& Sl 23 WEDNESDAY ETERAEYTE Yia-2
 <slot: 33 THURSDAY

! 4> FRIDAY

¢ 5> SATURDAY 1 - HOME

¢ Bx SATURDAY 2 oTHERS
B <Slot: 7 SUMDAY 1 - HOME

|
3
|

v e £SlofaS> SATURDAY 1 - HOME | s _sess
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8. In the lower right-hand pane, note the ID in the Media Information section of the Summary tab.

a>= SATURDAY 1 - HONME j

Ips... Summary Details

Media Information

Zequence Ma, ] F
I : ' r
D This ID should makch 7 5987 1
i Write Protect the Media ID vou e ;
di i noted for the job on ;.
G e the Job Status screen 1
t Serial Mo, in skep 5. {
Slot,,, _
a1d 0 d
ad... Mediumn Type BMM - 28m
Density Code a1
te iy L P ot o i BT

9. If the two IDs match, the job should complete successfully.

NOTE: If the IDs do not match, repeat the Updating the jobs in the Job Queueprocedure on page
15. If the IDs still do not match after completing the procedure, reformat the tape (see Formatting
the tapeson page 9) and then update the job in the Job Queue(see Updating the jobsin the Job
Queueon page 15) again. Remount the tape magazine (see M ounting the tape magazineon page
7) if necessary.
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